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» http://www.itbl.jp/
o SETI@Homes UD Cancer research

o http //setiathome.ssl.berkeley.edu/ 2 |
» http://members.ud. com/prmects/cancer/
» http://www.fightaidsathome.orqg/ o

& R 3—Ry T ?
» IPv6, Q0S, IPsec,
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@ HEJTUvRER, BEEEFTEENADTIEADT-
HDYI+9TT, IN—F9x7THdD

v ERETESH, —ELT-, [REE D, Tl

A computational grid is a hardware and software
Infrastructure that provides dependable,

consistent, pervasive, and inexpensive access to

high-end computational capabilities
From “The GRID — Blueprint for a New
Computing Infrastructure”, 1999
http://www.mkp.com/grids/
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& CPU speed doubles every 18 months (Moore’s law)
& Storage capacity doubles every 12 months
@ Network speed double every 9 months
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& 2005
»CPU 10 Gflops
» Network 16 Gbps
»Storage 1000 Gbytes
& 2010
»CPU 100 Gflops
»Network 1600 Gbps
»Storage 32000 Gbytes

CPU << Storage << Network
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Computers, storage, sensors, networks, ... |O Beyond client-server:
Sharing always conditional: issues of trust, distributed data analysis,

policy, negotiation, payment, ... computation, collaboration, |

R/esource sharing & coordinated p/roblem solving in

dynamic, multi-institutional virtual organizations

» Communities committed to common goals
@ Assemble team with heterogeneous members & capabilities
@ Distribute across geography and organization

@ Assuming the absence of central location, central control,
omniscience, existing trust relationshipsk. ..

--'_

= “\ Community overlays on classic
P AN AY org structures
Large or small, static or dynamic

A
\ O\
. b’ !
partioned m‘{.ufarﬁ.:
N

VO-B

Slide caurtesi bi lan, Carl, and S. Sek/iuch/



(RASHRIBED )y B

& BN TCERHRLERDES
p I [CEEINTOWAEHROHEBEZET
» — DDA ER D BB ZFr/E Rl RE
& KBE., NRIE
& RE2ICHESh-BRXE
» STERE. TARD. Y EBRBREE. T y—Yay., T—3EE
& ﬁ}ﬁ;’é’ﬁ [EEEFFEIED

ZLNTWSBEFREITET, FRIR T, — S DETE#T 1T, E1T79 57
E|7 SLDEIREELE

& XFOWRKIX. V54T HS—N\EIFTIEEP2PIEEL

& FEHFICRBEMHBZEZREAL. ZL2ICEREXEITH-O DI
» BEGEEEESBE YRR O
» BROTIEAAR. BREAE
» i S PETE
» HEERM. XEO7Oarall




BESNSLT A DHI (1)
@ £iTA, BIZKB/INS{RIBHRH

& AN R—/N\aAVE1—3%F|

>

-~/

LT 2alb—o3

@ EREESHBOAI{RILEE THIfR1E
& %*L%*w)*iﬁb\tcélw BELTHEEHIT S
& HEDEZRAMENS. MR/ ATLDEAZRET

& %Bé?ﬁ\JU)%H/u’CL\éT:&l ECIC

HIAB S M TIHZRLD

HUGTITHEME

& ASPEF|AHL T, RAVIaAL— 3y, FEBASSPIC

L . FESEITERE,




BESNDHT T T DHI(2)

& FX M CERNIZ K ALHCHNEZFEER, 204 [E 3000 A R
BEOMEE LRGBS E R Y — 05K
R ERBMARINACDER T —2ETE LU
Sal—3avIZ&kBARIEE1TO,

~622 Mbits/sec Tier 0
or Air Freight

~622 MbirZte?

\ 100 - 1000
Mbits/sec

—-—a(_
ez ) k(_ | Tier4

J— 7ZT /EJM




Grid Architecture and
standard
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»HTTP and HTML
» TCP/IP, telnet, ftp, mall, . . .
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& Internet Protocol, Web Services|Z&3<
» TCP/IP, WSDL, SOAP, etc.

& J)IFICHELGR/NMNBO Y —ERETES
»Grid Security

» Addressing — WS-A (WS-Addressing)
@ http://www.w3.0org/Submission/ws-addressing/

» State — WSRF (WS Resource Framework)
@ http://www.oasis-open.org/committees/wsrf/

» Notification — WS-N (WS-Notification)
@ http://www.oasis-open.org/committees/wsn/
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%2 - Evolution of the Grid

Increased functionality,

standardization

<z

T el
/~ App-specific ™,
“._ Services .-/

~ o -

-
T==a -

Open Grid
Services Arc

GGF: OGSI, WSRF, ...

Web services

X.5009, (leveraging OASIS, W3C, IETF)
LDAP, Globus Toolkit ) Multiple implementations,
FTP, ... Including Globus Toolkit

Defacto standards
Custom GGF: GridFTP, GSI
solutions (leveraging IETF)

Time
- UCBBBBEBEBEBLELELELsLsLLaLaLaSSESS
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@ lan Foster, Carl Kesselman. Computational Grids. In The Grid:
Blueprint for a Future Computing Infrastructure, Morgan-
Kaufmann, 1999.

http://dsl.cs.uchicago.edu/papers/gridbook chapter2.pdf

@ |. Foster, C. Kesselman. The Grid 2: Blueprint for a New
Computing Infrastructure, Second Edition, ISBN 978-1-55860-
933-4, 2003. http://www.mkp.com/grid2

@ |. Foster, C. Kesselman, S. Tuecke. The Anatomy of the Grid:
Enabling Scalable Virtual Organizations.. International J.
Supercomputer Applications, 15(3), 2001.
http://www.globus.org/research/papers/anatomy.pdf

@ |. Foster, C. Kesselman, J. Nick, S. Tuecke. The Physiology of the
Grid: An Open Grid Services Architecture for Distributed
Systems Integration.; June 22, 2002.
http://www.globus.org/research/papers/ogsa.pdf
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£ ik - Web Services

& Web Services Addressing,
http.//www.w3.org/Submission/ws-addressing/

& Web Services Resource Framework,
http.//www.oasis-open.org/committees/wsrf/

& Web Services Notification, http://www.o0asis-
open.org/committees/wsn/
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& lan Foster and Carl Kesselman. Globus: A
Metacomputing Infrastructure Toolkit. International
Journal of Supercomputer Applications, 11(2):115-128,
1997.

ftp://ftp.globus.org/pub/globus/papers/globus.ps.gz

& Andrew Grimshaw, Michael Lewis, Adam Ferrari, and
John Karpovich. Architectural Support for Extensibility
and Autonomy in Wide-Area Distributed Object
Systems. University of Virginia CS Technical Report CS-
98-12, June 1998.
http://www.cs.virginia.edu/~legion/papers/CS-98-
12.ps
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& J')yFtxa)F« (Grid Security Infrastructure, GSI)

& O—AJLIFEH,RY—E X (Grid Information Service, GRIS)

& LIS ET—RER1E (GridFTP)

& BEREEBIYR—T v (Grid inetd, GRAM)

@ [FHY—EXDEH (Grid Index Information Service, GIIS)
& '))—X7J0O—3A (Condor-G, Nimrod-G)

@ THEAETEY—EX

& O70A7—23y a)YPR—3oP—EX

@ J—/rJ0—EEBH—EX
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J1)yktFal) 74 (GSI)

o B — T H
l-Eﬁ—O):L —HEEEE (VN RTL—X ., one-time/\ X

T—FADICKYE+ . BF. B DOEIRIZHT
é?OtZﬂb nIE%'??a

@ EEAEDEE
& FEIhI-EEHEDFHIE
» EXNEAM . BEDFES. BEBEDFHIE
pEBAEDERIZKAHELEF
@ BMAT0EX, —ERERICH G
& ERDORE




N EREIES % (public-key cryptosystem)

@ FEXBEERED

& NERfelfbZREd

& TN -e>BEEX-d-> FEX

@ eMdDETREIFFTEERIZIERER

& NERIIMEICTHIVEILGINVO., BRENES

@ RIEBZIIM. AERRDE=-OIZIX. EFEHAMNADLE

& DESTEE DX FRRE B [ZLENE L= . BIERT—RERED 1=
HDFE T DHEDIEE. FJLOYMI—RIERGERE LAY
+—UICHIASNS

& Handbook of Applied Cryptography, by A. Menezes, P. van
Oorschot, and S. Vanstone, CRC Press, 1996
http://cacr.math.uwaterloo.ca/hac/
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& FE 4 (digital signature)

& ZITHO-FEHRARE SN TGN ETRIET S
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Globus ToolkitIZ& T4t !)T1(GSI)

& EXRITABRBEES 1+ X 5095EBAE +SSL (Secure Socket Layer)
& HEFMEAREIIRAEICKSAAEDEE
& ARRES (FExeE)

» NHEBIXT—2OESEICFIAINDS

» MEZERIIAHBCHESIEINET—2ANESIZALS

& BRERTEATUTAT4 (21—, BREHEF) ERER/ICL>TERSH
IEEEAEZ=RIFLTNS

& X.509 SEAEEFRDELDESZTATLAS:
» T T14T14MDsubjectf (user ID, host name)

» TOARE

= =
Eﬁﬁil EALTWAEREER (CA)DID g%ljj&e;DN
> E nIEFJ(CA)b\bd) %% {[}Faﬁﬁ
@ FEBAEN I/ MOFEITINTINSILZRDS | Issuer (CA)
@ Subjectf MDREE Digital Signature
@ ABAfEEsubjectdd &M %G D FREE 4
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o J—HFIRE
on smRodo Sufect DA
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GSHIHITHEREL

LTOHIEI—HFEAETHAD ., COHARDERIEDLITHON, HHEIZFRET S

H—/\
00001 =
Subject DN : ‘
INL — ok || cAn
A Issuer (CA) T | Per
(FEE1E) Digital Signature - el o
7

challenge string
[ QAZWSXEDC... j | QAZWSXEDC... j

- v
m%@[ = 3 /ARG
PL<OKNIJBN... ] Es by QAZWSXEDC?

S 'h_mc allenge strin

S
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& Proxy Certificate Profile

» X.509 (RFC 2459) IZ&D<Proxy Certificate Profile

» restricted impersonation within a PKI based authentication system.
@ GSS-API(RFC 2743) D¥iiE

» Credential DEIH . E#IA

» EEDRAIZIT DEREE

» Credential DIR{ED VLR

@ RIE SN f-credential

@ Internet X.509 Public Key Infrastructure Proxy Certificate
Profile

» RFC 3820 by Grid community — OGF
» GSS-API Extensions
» ftp://ftp.rfc-editor.org/in-notes/rfc3820.txt
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GSI In Action “Create Processes at A and
B that Communicate & Access Files at C”

Single sign-on via “grid-id”
& generation of proxy cred. (User Proxy
User :L Proxy

Or: retrieval of proxy cred. credential
from online repository

creation requests™

/Site A

(Kerberos)

Authorize Ditto _
Map to local id Slte_ B
Create process (Unix)
Computer Generate credentials

Communication™
Kerberos ﬁ%’ﬁf” Remote file Resticten
%‘/{’% access request™ %M

s
/Site C

(Kerberos)

Authorize
Map to local id
Access file

* With mutual authentication
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IR D ETE (Globus ToolkitDiHE)

& EEEE/S (certificate authority) D& 7E
» $GLOBUS LOCATION/setup/globus/setup-simple-ca

@ CAMDSubject DND A A
# cn=CA, ou=CS, o=Univ Tsukuba, c=JP
@ Email7kL X
@ HxhHAR
@ MEHBD/INRTIL—X
+ BFERICFIATS
# AR—X[IEZ L
» $GLOBUS LOCATION/setup/globus_simple ca CA_Has
h_setup/setup-gsi -default
@ /etc/grid-security/certificates|ZCAD A BEZ R 1F




RANEAE OHRS

& RAMERAEDHEITER
» grid-cert-request -host <hostname=>
@ /etc/grid-security/hostkey.pem (F % )
@ /etc/grid-security/hostcert_request.pem
@ /etc/grid-security/hostcert.pem (ZEJ7 A JL)

@ RAICHERELTHLS
& hostcert_request.pemZCAIZERL, BFEALTHLD
» grid-ca-sign -in hostcert _request.pem -out signed.pem

& EAINT-hostsigned.pemZx=ZHY, /etc/grid-
security/hostcert.pemIZ&F

@ AR DNBZRT
» openss| X509 —in hostcert.pem -text




JA—HEFEHED T

& 1—YERAEDRITER
» grid-cert-request
@ ~/.globus/userkey.pem (F4 % ##)
@ ~/.globus/usercert_request.pem
@ ~/.globus/usercert.pem(ZEJ7AJL)

@ RAICHERELTHLS
@ usercert_request.pem#ZCAIZEML, BFERALTEHSS
» grid-ca-sign -in usercert_request.pem -out signed.pem

& EAShi=signed.pemZxZHY),
~/.globus/usercert.pemIZ &




GSHZI KA DERTE

& Grid-mapfilelZ&§&
» Grid-mapfile-add-entry -dn “/C=JP/O=Univ
Tsukuba/OU=CS/OU=tatebe.net/CN=0samu
Tatebe” -In tatebe

@ /etc/grid-security/grid-mapfilelZT> k) Z B0




GSl-enabled OpenSSHM % FE

& $GLOBUS LOCATION/sbin/SXXsshd%
/etc/init.d/gsisshdlzaE—

& service gsisshd start




REFIBAZE D & B &login

& REFIEAE D E R
»grid-proxy-init [ -debug ] [ -veriry ]
& MR
» grid-proxy-info
& GSIEEREIZ&kBLogin
»gsissh hostname
» L—HREEAE N RESND
& GSIFREEIZ LA ftp
»gsisftp hostname
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& lan Foster, Carl Kesselman, Gene Tsudik and
Steven Tuecke. A Security Architecture for
Computational Grids. Proc. 5th ACM Conference
on Computer and Communication Security, 1998.
ftp.//ftp.globus.org/pub/globus/papers/security.ps

.qz

& Eshwar Belani, Amin Vahdat, Thomas Anderson,
and Michael Dahlin. The CRISIS Wide Area
Security Architecture. Proc. USENIX Security
Symposium, January 1998.
http://now.cs.berkeley.edu/WebOS/papers/uss.ps
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Figure 1. Distributed virtual organizations. Users in VO-A and VO-B have access to partially overlap-
ping resources. While VO-B is split by network failure, it should operate as two disjoint fragments.
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Globus MDS Approach

& Based on LDAP
» Lightweight Directory Access — Application

Protocol v3 (LDAPvV3) \,
» Standard data model Middleware
» Standard query protocol |
& Globus Toolkit schema o A

» Host-centric representation
& Globus tools

»GRIS, GIIS, gram-reporter | |

» Data discovery, publication,.../SNMP |

NWS

NIS LDAP



“Classic” MDS Architecture

& Resources push information into a central organization server via
regular updates (globus-gram-reporter), where it can be retrieved by
clients.

@ Regular updates don’t scale as the number of resources grow rapidly.
Commercial LDAP servers are optimized for “read” requests, and can'’t
handle frequent “write” requests.

@ If organization server is unavailable, no information is available.

clients query organization server
for current information.

gram-reporter

gram-reporters periodically
update LDAP server’s information.

gram-reporter




“Standard” MDS Architecture (v1.1.3)

& Resources run a standard information service (GRIS) which speaks
LDAP and provides information about the resource (no searching).

@ GIIS provides a “caching” service much like a web search engine.
Resources register with GIIS and GIIS pulls information from them
when requested by a client and the cache as expired.

@ GIIS provides the collective-level indexing/searching function.

Clients 1 and 2 request info
directly from resources.

GIIS requests irffformation from
GRIS services a$ needed.

Client 3 uses GIIS for searching
collective information.




MDS (Metacomputing Directory Service)
DiERER

& Grid Resource Information Service (GRIS)
pIEED)Y—RIZET L IEREIR M
ri%%&@'l%#&fﬂ/§4’5!°’£'47L7I'3—I~‘§’%>J:5(:EQEEI

AE
»EILVEDHEIZIZILDAP ZOkaLERS
& Grid Index Information Service (GIIS)
r EHDCRISH—N\TED-IFHREIRME
BB DGRISH—/NHER LI IFERZE IR/
WEHhELHILEIIE
»EILVEDHEIZIZILDAP ZOkaLERS
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& K. Czajkowski, S. Fitzgerald, I. Foster, C. Kesselman.
Grid Information Services for Distributed Resource
Sharing. Proc. Tenth IEEE International Symposium on
High-Performance Distributed Computing (HPDC-10),
IEEE Press, August 2001.

http://www.globus.org/research/papers/MDS-
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